
SECURE
Protect your business. 
Wherever it operates. 
Whenever it matters.

11:11 Managed Firewall — Palo Alto Networks

Preventing intruders from infiltrating your business network is your first line of defense. But as cybercriminals 

become more sophisticated, traditional firewalls and networking teams can struggle to keep up with attacks. 

Securing the network edge now requires stronger protection against phishing, distributed workforces, unsafe 

web content, and constantly evolving threats. 

With 11:11 Managed Firewall — Palo Alto Networks, you get greater visibility across your network to help improve 

performance and defend against attacks and unexpected downtime. Built on Palo Alto Networks’ next-

generation firewall technology, and supported by our 24x7x365 expert management and monitoring, your 

network, employees, and data stay secure and protected.

Next-Generation Firewall Protection

Managed by 11:11. Monitored 24x7x365. Designed for secure 
connectivity and resilient operations.  

Unified Threat Management Threat Prevention / IPS  

Advanced URL Filtering Secure Remote Access  

Nework Anti-Virus /Anti Malware Intrusion Detection and Prevention
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Need help transforming other areas of your environment?
11:11 Systems has security experts, consulting services, and solutions ready to help strengthen your security posture and plug 
potential vulnerabilities, from assessments and business impact analysis (BIA) to backup and disaster recovery services, business 
continuity plan development, and everything in between. We can help ensure your entire organization is cyber resilient. 

Next-generation firewall protection backed by  
11:11 Systems’ Security Operations Center (SOC).

11:11 Managed Firewall — Palo Alto Networks

Secure Remote Access

Protect remote access with local, RADIUS, 
LDAP, or SAML authentication.  

Flexible Deployment and Resilience

Choose physical or virtual firewalls, 
customer- or 11:11-provided hardware, 
high availability, and optional SD-WAN 
management.  

Unified Threat Management/Advanced 
Protection

Identify, block, and respond to threats 
with Palo Alto Networks security services, 
including IPS, antivirus, and WildFire 
protection. Subscriptions required.  

Network Security/Intrusion Detection 
and Prevention

Configure policies, NAT, DHCP, VPNs, 
routing, VLANs, DMZs, and segmentation. 
IPS helps detect and mitigate common 
attacks.  

Monitoring and alerting

•	 Proactive ICMP monitoring

•	 SNMPv3 health monitoring

•	 Performance and utilization

•	 Security events and 
escalation

•	 Trending and analysis

Support and maintenance

•	 24x7x365 support

•	 Network Operations Center management

•	 Firmware upgrade coordination

•	 Configuration backup and change tracking

•	 Change support

Reporting and metrics

•	 Security analysis reporting on request

•	 Hardware and bandwidth utilization

•	 Threat, compliance, and regulatory 
reporting

•	 Up to 90 days active / 365 days archive 
retention on a best-effort basis

Included Services:

Fw
Managed Firewall

Web / Content Filtering

Block or screen unsafe or inappropriate 
web content based on corporate policies 
and security requirements.  

Visibility and Operational Control

Access security, hardware, and bandwidth 
reports through the 11:11 Console, plus 
automated backups and change tracking.  
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