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Cloud Backup
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Reserve a backup for
your backup.

Protect yourself against data deletion. =

As cyberattacks grow more sophisticated, just backing up ‘ @
your data by using Veeam Cloud Connect does not protect you Z
from all data loss scenarios. Attackers are increasingly going \ '/
after backup as well as production data. They are also aware \ ,é
of retention policies for your backups and rather than simply \ é
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deleting your backup files, they may choose to corrupt your
production data and continually run a backup job to a cloud
target. This ages out any useful recovery points you may have

and replaces them with backups of already corrupted data.

Backup data might also be accidentally deleted from a cloud
repository or because of a mistake done during the configuration

of backup jobs and settings, such as retention periods.

Complete your security plan.

Your organization already knows the value of following the 3-2-1
best practice for data protection: at least three copies of your data,
on two different types of media, with at least one copy of your data

in the cloud.

But the problem is, backup data might also be accidentally deleted

from a cloud repository or because of a mistake done during the

configuration of backup jobs and settings, such as retention periods.

RETHINK CONRNECTED
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BaaS Take data protection to the next level.

Cloud Backup

Prevent accidental and malicious deletion. Key Features and Benefits:
11:1 Insider Protection protects you from both accidental deletion of - Easy, convenient, affordable and secure
all backups from the Veeam console as well as more sophisticated - Straight-forward consumption model
cyberattacks. However, with Insider Protection, you can be confident - All-inclusive support 24x7x365

that a copy of your backups will be available. 11:11's Insider Protection - Reliable restore

solution keeps copies of aged out backup files as well as deleted data - Integrated security

and servers without consuming space in your cloud repository. - Expert advice

- Fast recovery times

- Visibility and control
Internal or External Threat Protection

1111 Insider Protection enables you to recover a full backup deleted
by mistake, but more importantly, it also protects you from malicious
attacks from outside threats. Backing up your data locally and offsite
is no longer a catch-all solution as recent attacks show that backup

files are being targeted and destroyed.

Recover from an attack.

With 11:11 Insider Protection, backup files deleted accidentally or
maliciously are retained in an air-gapped directory. This file system is
only accessible to 11:11 technicians. Backup files deleted will remain in
this isolated folder for seven days and can be saved and transferred

back to you once you are ready to restore data.
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